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Policy Type Corporate 

Purpose of the 
Policy  

YWCA Canberra respects and protects privacy of all individuals including staff, 
service users, members and contractors. At all times YWCA Canberra is committed 
to ensuring operational and management practices comply with the National 
Privacy Principles and the Information Privacy Act 2014 (Cwth).  
 
This policy provides guidelines and procedures in accordance with our obligations 
under the Information Privacy Act 2014 (Cwth) and best practice. This policy 
covers: 

 Collection of personal and sensitive information 

 Use and Disclosure of personal and sensitive information 

 Data Quality 

 Data Security 

 Openness 

 Access and Correction 

 Identifiers 

 Anonymity 

 Transborder data flows. 

This policy applies organisationally, and covers information collected, used and 
stored in relation to employees, service users, contractors, members and any other 
individual whose information the Organisation has a legitimate business need to 
collect. Any program specific procedures relating to privacy and confidentiality (as 
outlined in program P&P manuals) are informed by and complement this policy. 

Definitions The following definitions apply to this Policy:  

Access - giving an individual information about themselves held by the 
Organisation. Giving access may include allowing an individual to inspect personal 
information or giving a copy of it to them. 

Collection - collecting personal information includes gathering, acquiring or 
obtaining personal information about an individual/s from any source and by any 
means. Collection includes keeping personal information obtained by accident or 
which was not asked for. 

Consent - voluntary agreement to some act, practice or purpose. It has two 
elements: knowledge of the matter agreed to, and voluntary agreement. Consent 
can be express or implied. Express consent is given explicitly, either orally or in 
writing. Implied consent arises where consent may reasonably be inferred in the 
circumstances from the conduct of the individual and the organisation. Consent is 
invalid if there is extreme pressure or coercion. 

Only a competent individual can give consent although the Organisation can 
ordinarily assume capacity unless there is something to alert it otherwise. 
Competence means that individuals are capable of understanding issues, forming 
views based on reasoned judgments and communicating their decisions. The 
general law about competence and incapacity will apply to the issue of consent. 

Disclosure - in general terms the Organisation discloses personal information 
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when it releases information to others outside the Organisation. It does not include 
giving individuals information about themselves (this is ‘access’ – defined above) 

Personal information – information or an opinion that can identify a person, such 
as names and addresses, birth dates and telephone numbers. 

Sensitive information – information about an individual’s racial or ethnic origin, 
political opinions, membership of a political association, religious beliefs or 
affiliations, philosophical beliefs, membership of a professional trade or 
association, membership of a trade union, sexual preferences or practices, criminal 
record, or health information. 

Use - refers to the handling of personal information within the Organisation 
including ‘the inclusion of information in a publication’  
(definitions adapted from the Guidelines to the National Privacy Principles, Office of 
the Federal Privacy Commissioner, 2001)  

Policy YWCA Canberra respects and protects the privacy of all individual’s, including 
service users, employees, members and contractors. We recognise that all 
individuals are entitled to have their personal information treated with strict 
confidentiality. YWCA Canberra is committed to ensuring that operational and 
management information and data procedures are respectful and fair, and that all 
information is handled in accordance with the law.  
 
Collection 
YWCA Canberra will only collect personal information that is necessary for one or 
more of the functions and activities of the Organisation.  
 
When reasonable and practicable to do so, YWCA Canberra must collect personal 
information about an individual only from that individual.  
 
Personal information must be collected in a non-intrusive manner, after obtaining 
the individuals informed consent and explaining the purpose for which the 
information is collected and how it will be used.  
 
At, or before the time of collecting personal information from an individual 
reasonable steps must be taken to ensure service users are informed of the 
following: 

 how to contact YWCA Canberra and (where relevant) the service/program 
they are directly utilising 

 the fact that they are able to access any personal information the 
Organisation has collected 

 the purpose for which the information is collected,  

 the organisations (or types of organisations) to which YWCA Canberra 
discloses service user information, and the circumstances under which 
information is disclosed 

 any law that requires YWCA to collect or release information, such as 
mandatory reporting of child abuse and neglect 

 the consequences (if any) for the individual if all or part of the information is 
not provided. 

Where information is collected about an individual from someone else, reasonable 
steps must be taken to ensure that the individual is aware of the information listed 
above. 
 
At all times the service user’s right to withhold information which is not directly 
relevant to service planning or delivery will be respected. 
 
Information requested and recorded will be collected in an open and transparent 
manner. Staff will actively encourage service users to have genuine involvement in 
the collection and use of any information about them. 
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All documentation of service user information will be written factually, and 
subjective conclusions by staff avoided. 
 
Sensitive information 
YWCA Canberra must not collect sensitive information unless the individual has 
consented to its collection, it is required by law, or in other special specified 
circumstances, such as where necessary to prevent a serious and imminent threat 
to personal safety and the individual is unable to consent.   
 
When the collection of sensitive information is required to enable YWCA Canberra 
to undertake a core service or activity, the consent of the individual will always 
be obtained and the use of the information clearly explained, as outlined in this 
document.  
 
Information collected from a third party 
Staff may, from time-to-time, need to obtain information about an individual from 
another organisation or service provider. The consent of the individual must be 
obtained (preferably in writing), prior to obtaining information from a third party. 
 
Staff should be cautious about recording unsubstantiated information about service 
users when that information is provided by a third party and should inform their 
supervisor to seek guidance before taking any action. Information provided by a 
third party should only be recorded or retained if it is deemed to be purposeful to 
the support of the individual or imperative to the safety of YWCA Canberra 
employees or other service users. 
 
YWCA Canberra forms 
Forms are often used to collect an individual’s personal information. A statement 
must be included on all YWCA Canberra forms outlining the purpose for which the 
information is collected. When seeking and collecting information from an individual 
the process will include the statement: 
 
'Privacy: The information you provide on this form will be used by YWCA Canberra 
[insert name of service here] to facilitate your use of our services and programs. At 
all times your privacy will be protected and your details will not be used for another 
purpose without your consent. For more information and a copy of YWCA 
Canberra’s Privacy and Confidentiality policy please contact YWCA Central Office 
on ph: 02 6175 9900 or canberra@ywca-canberra.org.au. 
 
Use and Disclosure 
YWCA Canberra must not use or disclose personal information about an 
individual for any purpose other than the primary purpose of collection, unless: 

 the person has consented (preferably in writing) for the information to be 
used for a secondary purpose 

 the secondary purpose is related to the primary purpose and an individual 
would reasonably expect such use or disclosure 

 in circumstances related to the public interest such as law enforcement and 
public or individual health and safety 

 if the information is not sensitive information and the use of the information 
is for the secondary purpose of direct marketing, unless the individual has 
made a request to YWCA Canberra not to receive direct marketing 
communications. 
 

Examples of such exceptions would include: 

 serious illegal actions on the part of the staff member or service user 

 any issue which could endanger the safety of other service users or staff 

 situations where the staff member is legally and professionally required to 
report the issue, for example legal reporting requirements in relation to 

mailto:canberra@ywca-canberra.org.au
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suspected child abuse or neglect. 
In these circumstances, information may have to be released without the 
individuals consent, in accordance with our obligations under law and YWCA 
Canberra’s Policies and Procedures. 
 
If personal information about a service user is subpoenaed by a court, YWCA 
Canberra will retain copies of all information released. These will be marked 
‘COPY’ and the location of the original documents will be recorded in the service 
user’s file. In the event that information is subpoenaed, YWCA Canberra will seek 
the assistance of a legal advisor to ensure the rights of both the service user and 
staff are adequately protected. 
 
Exceptions to disclosure are to be recorded on an employee’s or service user’s file 
and outlined to an individual when information is collected. 
 
Personal service user information presented in the context of internal YWCA 
Canberra staff meetings, supervision or staff support forums as well as external 
organisational meetings will be altered in such a way as to protect the identity of 
the service user. 
 
Written information relating to YWCA Canberra service users cannot be shared 
across YWCA Canberra programs without service user permission. 
 
Verbal and/or written permission will be sought from service users/individuals prior 
to disclosure of any identifying information to any other person/organisation. 
Personal information will be kept for statistical collection and case management 
purposes. 
 
Data Quality 
YWCA Canberra must take reasonable steps to ensure the personal information it 
collects, uses or discloses is accurate, complete and up-to-date. 
 
All written records are to be completed in ink and any errors crossed out (not 
whited out) so the error can be read. Computer records are not to be corrected 
once completed. Errors may be crossed out and re-keyed if changes are required. 
The only changes to service user personal details should be to up-date or correct 
information. 
 
The structure and content of client and staff records should be organised to make 
access to key information easy and prevent loss of key information and or 
documents.  
 
 
Data Security 
YWCA Canberra must take reasonable steps to protect personal information from 
misuse, loss and unauthorised access, modification, or disclosure. Personal 
information should be treated as confidential, and sensitive information as highly 
confidential. 
 
Personal information will not be left unattended or visible to the public when in use, 
and when not in use, such information will be securely stored. Where possible, 
information should be stored in a locked cabinet or in a computer file with a 
password accessible only to appropriate personal. 
 
Service user and staff files will not be modified or disclosed without the full 
knowledge and consent of the individual. Any changes to personal details should 
only be to update information or to correct incomplete or misleading information. 
 
In conjunction with the appropriate regulations surrounding the length of time 
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service user information is to be held, personal/confidential information is to be 
disposed of appropriately eg: shredded or stored/archived in a secure location.  
 
Information regarding the length of time records must be kept varies depending on 
the nature of the record and the type of service or program (eg children’s services, 
youth services, housing etc). Refer to individual program policy and procedure 
manuals for time requirements for storing records. Where no such information is 
available, the default period of seven years will apply. 
 
All employee records must be stored at central office in a locked cabinet 
maintained by payroll and the People and Capability Manager.  
 
Regular audits of records will be undertaken to ensure files are kept and stored 
correctly, in accordance with this policy and specific program area requirements. 
 
Transparency  
YWCA Canberra must make this policy document, outlining its information handling 
practices, available to anyone who requests it. YWCA Canberra is to be 
transparent and open about the process around the collection, use, and disclosure 
of personal and sensitive information. 
 
Access and Correction 
Individuals may at any reasonable time have access to their personal case file, 
personnel file, personal and/or sensitive information that YWCA Canberra has on 
record. Individuals may also authorise, in writing, another person to access their file 
on their behalf. 
 
Staff members responsible for employee records and/or service user files (or any 
other personal and/or sensitive information collected and held by the Organisation 
about an individual) should ensure that these files are up-to-date and that no 
confidential information is removed from the file. 
 
Access by an individual or an authorised person to an individual’s file will be in the 
presence of an authorised YWCA Canberra staff member, and the removal, 
alteration, or addition of information by the employee, service user or authorised 
person is not permitted.  
 
Where there is a dispute or difference of opinion about the information in an 
employee or service user file, the relevant Portfolio Director will be consulted. 
If the program maintains that it is necessary to retain the disputed information, a 
written note will be added to the file clearly stating: 

 that the service user has requested the information to be removed and the 
stated reasons 

 the program’s reasons for retaining the disputed information on the service 
user file. 
 

Identifiers 
Generally speaking, YWCA Canberra must not adopt, use or disclose an identifier 
that has been assigned by a Federal Government agency, for example a Tax File 
Number or Medicare number. 
 
Anonymity 
YWCA Canberra must give individuals the option to interact anonymously wherever 
it is lawful and practicable to do so. In circumstances in which an individual wishes 
to remain anonymous, the implications of this (if any) need to be explained at the 
time of the first contact with the service. 
For example, anonymity may mean the service is not able to follow up or provide 
the same consistency in support/information as in other cases. 
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Transborder data flows 
YWCA Canberra does not transfer personal or sensitive information outside of 
Australia. However if circumstances require the transfer of personal information to 
a recipient in a foreign country, YWCA Canberra will ensure appropriate protection. 
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